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Relevant legislation and guidance
This policy refers to, and complies with, the following legislation and guidance:

Data Protection Act 2018

The Generul Data Protection Regulation

Computer Misuse Act 1990

Human Rights Act 1998

The Telecommunications (Lawful Business Pructice) (Interception of Communications)
Regulations 2000

Education Act 2011

Freedom of Information Act 2000

The Education and Inspections Act 2006

Cyherbullying: Emhedding Anti-Bullying Work in Schools. (DCSF 2007)
Keeping Children Safe in Education 2021

National Cyher Security Centre (NCSC)

Education and Truining (Welfare of Children Act) 2021



http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
http://www.legislation.gov.uk/ukpga/2011/21/section/2/enacted
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/ukpga/2006/40/part/7/chapter/1
https://www.eani.org.uk/publications/safeguarding-and-child-protection/cyberbullying-embedding-anti-bullying-work-in
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://bills.parliament.uk/bills/2633

Acceptable Use Statement

Acceptahle use of IT Equipment.

1.

Grange Primary School is committed to safequarding its IT infrastructure to ensure it can
he used in the most effective manner to support teaching and learmning and all necessary
administrative processes. Enswring the safety and integrity of the school IT infrustructure
is the responsibility of all staff. The school encournges use in a responsible and
professional manner. Portable computers include for example laptops, tablets and other
portable IT devices where provided. As a user of IT services of the school yow have a right
to use its computing services; that right places responsibilities on yow as a user which are
outlined below. If youw misuse school computing facilities in a way that constitutes a

to yow, and youw may also be in hreach of other school requlations. Ignorance of this
policy and the responsihilities it places on youw is not an excuse in any situation where it
is assessed that you have hreached the policy and its requirements.

adhere to the conditions therein. For the puwrposes of this policy the term “computing
services” refers to- any IT resowce made avuilable to you, any of the network services,
applications or software products that yow are provided access to and the network/data
transport infrastructure that yow use to access any of the services (including access to the
intemmet). Staff who connect their own IT to the school network and the services avuilahle
policy.

Purpose of the Policy

« To protect the school networks and equipment
« To protect the school data
» To protect the school and its employees from activities that might expose them to legal

Guidelines

Password Security

Access to systems and, services is controlled by a centrul computing account and,
password. Staff are allocated their User ID and initial password as part of their induction
with the school. User IDs and passwords are not to be shared, or revealed to- any other
party. Those who use another person's user credentials and those who share such
credentials with others will be in hreach of this policy. Initial default passwords issued to
Passwords should be changed immediately if the user helieves or suspects that their
account has heen compromised. Management and, IT support should also be notified if a
compromise takes place or is in any way suspected.



Generul Conditions

Use of school “computing services” should be for research, teaching or the administrative
» Your use of the school computing services must at all times comply with the law.

- Youw are not entitled to use a computer that you have not heen authorised to use.
» You must not access any program or data which has not heen specifically authorised
for your use.

- You must not use or copy any data or program helonging to other users without their
express and specific permission.

» Youw must not alter computer material helonging to another user without the users’
» You must not use school computing services to haruss, defame, libel, slander,

» You must not use school computing services for the creation, collection, storuge,
downloading or displaying of any offensive, ohscene, indecent or menacing images, data
or material capable of being resolved into such. (There may be certain legitimate
exceptions for educational purposes which would require the fullest disclosure and special
authorisation from the Head).
* You must not use the school computing services to conduct any form of commercial
activity without express permission.
« You must not use the school computing services to disseminate mass (unsolicited)
mailings.

« You mwst not install, use or distribute softwuare for which you do not have a licence,
and which is not first authorised by the IT Department for installation.

» You must not use any peer-to-peer file sharing software without the express written
permission of the IT manager.

» You must not use any IRC or messenger software including, but not limited to AOL,
MSN, Yahoo! or other "Messengers’, IRC or "chat’ clients unless expressly authorized to
dusuforwork,relawcbpwpose&
speufwau,y intended for yow unless this activity is a part of yowr normal job
responsibilities or has been specifically authorised by the Headteacher/Governing Body

This policy aims to provide a summary of the guidelines for staff, but is by no means
exhaustive. In adhering to the spirit of this document as well as the rules herein, staff will
he able to- use the network at Grunge Primary School in a safe and responsible way.

Data Secuwrity

The school holds a variety of sensitive data including personal information about students
and staff. If youw have heen given access to this information, you are reminded of your
responsibilities under data protection law. You should not take a copy of data outside the
school systems. This includes sending a file or folder to a personal email address or any
other email address that is not strictly for work purposes, putting sensitive data onto laptops,



memaory sticks, CDs/DVDs, and any portable. If youw do need to take data outside the school,
this should only be with the authorisation of the school Data Protection Officer and follow
comply with the Data Protection policy.

The school makes use of the Google Drive to share files and folders across the organisation.
Staff memhers access the Google Drive through their secure username and password. When
the Gooyle Drive is accessed off-site, the user must enswre that it is only ever on a school-
owned, laptop or IPAD and never a personal device.

Anti-Virus and Firewull Security

All personal computers are installed with current versions of virus protection and firewall
software (where necessary) by the IT Department. Users are not to alter the configuration of
this software This softwure is installed to prevent an attack from malicious software and to
prevent loss of data and corruption of programs/files. Users must shut down their computer
inform the Computing Lead or Head teacher immediately. If the IT Technical Support detects
a machine hehaving abnormally due to a possible viral infection it will disconnected from the
network until deemed safe, and must remain unused until reinstated by the IT support staff.

Physical Security

The users of IT equipment should always adhere to the following guidelines:
« Treat equipment safely, in the same manner as a reasonable person would,
* Keep liquids away from IT equipment

» Do not place heawvy ohjects on IT equipment

- Do not drop IT equipment or objects onto it

e When taking laptops home they should always be in a computer case.

« Any portable computer must be securely locked away when not in use.

- Portable computer security is your responsihility at all times- Do not leave the portable
computer unattended in a public place or within the school

+ Do not leave the portable computer on view inside your car. It should be locked away in
yowr car out of sight.

» Extro reasonable care must be taken to- prevent the loss of any portable media which
contain confidential school data, and any portable data storage devices must he encrypted.

« Staff supervising pupils using IT equipment should ensuwre pupils take reasonahble care of
such equipment.

« In the event a portahble computer is damaged, or lost as a result of non-compliance with this
policy or as a result of other negligent action, then youw must inform the Head teacher as
soon as possible and you may be required to- make a full or partial contribution towards any
reparation/replacement costs, at the discretion of the school.



Access To Gouyle Drive
- Grunge Primary School uses Google to provide owr email and data storage.

» All teachers have access to a personal google drive and should use this to store files and
folders that are needed for performing their duties at work.

« The Google Shared Drives should he used to store data, folders and files that need to he

* Where the Shared Drive is accessed at home, the member of staff must ensure that they
only use a school-owned device.

- Staff should not delete files or folders on the Google Shared drive unless they have
agreement from their whole team.

Breaches of this Policy

Incidents which are determined to be in contravention of this policy will be assessed for their
related activity and evidence. It is not possible to provide an exhaustive list of potential ways
in which a user may contravene this policy but in general such breaches will he categorised,
into one of three levels of severity and each level of hreach will carry with it a possible range
of sanctions, consequences and/or penalties

Minor Breach

This level of breach will attract a verhal wamning which will be held recorded for 12 months.
In general this category will relate to- hehaviowr or misuse of computer facilities that can be
charucterised as disruptive or a nuisance. Examples of this level of non-compliance would,

include:

» Taking food and/or drink into IT facilities where they are forbidden.

» Sending nuisance (non-offensive) email

» Behaving in a disruptive manner. Not all first offences will be automatically be categorised
at this level since some may he of a significant or impact that elevates them to one of the

Moderute Breach

This level of breach will attract more substantial sanctions and/or penalties. Examples of

* Repeated minor hreaches within the ahove detailed 12 month period.

» Unauthorised access through the use of another user's credentials (username and password)
or using a computer in an unauthorised area.

- Assisting or encouruging unauthorised access.



. Sending abusive, | ing, offensive or intimidating email,
» Maligning, defaming, slandering or libelling another person.
» Interference with workstation or computer configwratiorn.

Severe Breach

This level of breach will attroct more stringent sanctions, penalties and consequences than
those ahove, and access to computing facilities and services may he withdrawn (account

suspension) until the disciplinary process and its outcomes have heen concluded. Examples of
this level of breach would include:

* Repeat moderute breaches.

» Theft, vandalism or wilful damage of/to IT facilities, services and resources.

- Forging email i.e. masquerading as another person.

- Louding, viewing, storing or distributing pornographic or other offensive material.

» Unauthorised copying, storage or distribution of software.

+ Any action, whilst using school computing services and facilities deemed likely to bring the
school into disrepute.

« Attempting unauthorised access to a remote system.

- Attempting to jeopardise, damage circumvent or destroy IT systems security.

- Attempting to modify, damage or destroy another authorised user's data.

. DI jon of I — hility or integrity ¢ h denial, of servi
attacks, port scanning, monitoring, packet spoofing or network flooding activities. Attempting
unauthorised access to- a remote system.

- Attempting to jeopardise, damage circumvent or destroy IT systems security.

« Attempting to modify, damage or destroy another authorised user's data.

. Di jon of I — hility or integrity t h denial, of servi
attacks, port scanning, monitoring, packet spoofing or network flooding activities.
Process

An investigation will be carried out, in confidence, by school leadership under the direction
of the Headteacher, to he considered within the school disciplinary procedures. Each set of
disciplinary procedures provide for an appeal stage.



Use of telephones, email and internet hy staff

Principl

The provisions of this Policy apply to all members of staff, whether or not they have access
to, or sole use of, a telephone or e-mail/the Internet on a personal computer. Although access
there are occasions when employees might legitimately make private use of these facilities.
This policy is intended to- make clear what constitutes legitimate use. It is intended not to
place employees under unjustifiable scrutiny, but to give them a high measure of security and
confidence about their use of e-mail, telephones and the internet. The sections of the policy
disciplinary procedure. This policy has been designed to- safequard the legal rights of
members of staff under the terms of hoth the Data Protection Act and the Human Rights Act.

Purposes

To provide guidance on inappropriate use of school telephones, email and internet facilities.
To clarify when the school may monitor staff usage of these facilities.

Use of telephones

There will be occasions when employees need to- make short, personal telephone calls on
school telephones or personal mohile phones in order tor deal with occasional and wgent
personal matters. Where possible, such calls should be made and received outside the

employee’'s normal working howrs or when they do not interfere with work requirements.

When, . culard ing, itive or urgent inf iom by mobile phone,
agreed with either the Head or Deputy ion advance. Itwurtdzrsigcdﬂwtﬂwnwnbzro]‘swﬁ
still ensures that their safe-guarding duties are met for any children that they are responsible
for and does not leave the rest of the class under-ratio or in a position of danger by taking

the call.

The use of school telephones for private pwrposes, which are unreasonably excessive or for
school pwposes which are defamatory, ohscene or otherwise inappropriate, may be treated,
as gross misconduct under the appropriate disciplinary procedure. Where the school has
grounds to suspect possible misuse of its telephones, it reserves the right to audit the
destination and length of out-going calls and the sowrce and length of in-coming calls. This
there are reasonahle grounds to suspect serious misconduct, the school reserves the right to
record calls.

Use of email

As with telephones it is recognised that employees can use e-mail for personal means in the
same manner as that set out for telephones ahove. E-mail should be treated like any other
form of written communication and, as such, what is normally regarded as unacceptable in
a letter or memorandum is equally unacceptable in an e-mail communication. Employees

should be careful that before they open any attachment to- a personal e-mail they receive,



they are reasonably confident that the content is in no sense a risk to security, ohscene or
defamatory to avoid contravening the law. Equally, if an employee receives an ohscene,
compromised in terms of security, or defamatory e-mail, whether unwittingly or otherwise
and from whatever sowrce, s/he should not intentionally forwwrd, the e-mail to- any other
Any suspicious attachments to email or indeed any wehsite or software which requests login
details should not he used until verified safe by the IT support department. Any other use of
e-mail for either personal or school purposes to send or forward messages or attachments
which are in any way defamatory, ohscene or otherwise inappropriate will he treated as
gross misconduct under the appropriate disciplinary procedure. Where the school has
reasonable grounds to suspect misuse of e-mail in either scale of use, content or nature of
messages; it reserves the right to- audit the destination, source and content of e-mail to- and,
from a particulor address. The school also reserves the right to- access an employee's e-mail
account in her/his unexpected or prolonged ahsence (e.g. due to sickness) in order to allow it
to continue to undertake the employee’s normal role. In normal circumstances the employee
concerned will be contacted before this is done, in order to- provide him/her with prior
knowledge.

Use of the Internet

The primary reason for the provision of internet access is for the easy retrieval of information
for educational purposes, or to- make use of learning resources, or to make legitimate
However, it is legitimate for employees to make use of the internet in its various forms in the
same way as email ahove as long as it is not used to view or distribute improper material
such as text, messages or images which are derogatory, defamatory or ohscene. Memhers of
staff must only use an authorised school device to access the internet. Personal devices must
not use the wifi within school as this represents a risk to the security of the school network.
Unauthorised use of the intermet, which is unreasonahly excessive for personal use or for
purposes which are defamatory, ohscene or otherwise inappropriate will he treated as gross
The school uses filtering software — Cisko Meruki- provisioned by Education Lincs and,
monitored, by the DSL and Online Safety Officer. (Also see Online Safety Policy and Social
Media Policy)

Monitoring the use of telephone, e-mail and the Internet.

It is not school policy, as a matter of routine, to- monitor an employee’s use of the school
telephone or e-mail service or of the intemet via the school networks. However, as has heen
stated, where there are reasonable grounds to suspect an instance of misuse or abuse of any
of these services, the Headteacher or Governing Body may grant permission for the auditing
of an employee’s telephone calls e-mail or use of the internet. Once approved, the monitoring
process will be undertaken by the Headteacher. The strictest confidentiality will be adhered to
when undertaking these activities and, they will monitor only to the extent necessary to
establish the facts of the case to enable human resowrces to advise the appropriate actions
that may need to he taken in any particular case. When monitoring is approved, the case for
continued monitoring shall be reviewed on a reqular basis with a view to terminating
monitoring in as short a period of time as possible.




Safe use of online resouwrces

Principl

This applies to- all online/intranet resowrces provided by Grange Primary School, for example
Arbor.

Purposes

Security

This Policy is intended to minimise security risks. These risks might affect the integrity of
Grange Primary School data. In particular, these risks arise fromu:

e The intentional or unintentional discloswre of login credentials

e The wrongful disclosure of private, sensitive and/or confidential information

Data Access

This policy aims to enswre all relevant aspects of the Data Protection Act (1998) and Fair
Processing Policy are adhered to.

e This Policy aims to promote hest use of systems to further the communication and freedom
of information between Grange Primary School and Parents/Carers.

e In addition, data processing should at all times comply with and he compliant to the
conditions of GDPR

Guidelines

Grange Primary School online systems are provided for use only by persons who are legally
responsible for pupil(s) cwrrently attending the school. Access is granted only on condition
that the individual formally agrees to the terms of this and any other relevant policy. The
authorising memhber of Grange Primary School staff must confirm that there is @ legitimate
entitlement to access information for pupils. A copy of the form will be held by the school for
audit purposes.

Access to school MIS from home

Only those with express permission may access ouwr MIS - Arhor -from home. Two-factor
authentication will be required to gain access outside of the school building. This will he
given at the discretion of the Head to the following post holders: DSL, Deputy DSLs and,
Deputy Head teacher.

Personal Devices

For work-use: no Graunge School data may he stored locally on personal devices. All systems
must be used securely, must not be left logged in and unattended, and must comply with all
relevont security and online safety policies whilst in use. Users must enswre they are logged
out of any Grange Primary School systems as soon as any work activities are finished.

For non-work use: Personal devices are not hanned from the school premises but must he on
silent or on ‘do not disturky’ and comply with the School's Online Safety policy.



Best pructice is not to access the system in any enwironment where the security of the

Password Policy

Staff must assume personal responsibility for usernames and passwords. Never use anyone
else’s usemame or password. You must always keep your individual user name and
password confidential. These usemames and passwords should never be disclosed to anyone.
Passwords and user names should never be shared. These passwords should be changed
when any breach of secrecy is suspected, or proven. IT support or line management should be
informed of any such breach. Where passwords are prescribed for users or for services, IT
support (or line management or relevant memher of staff) should be informed immediately
should a change be required or breach occwrs.

Questions, Complaints and Appeals

Users should address any complaints and enquiries about the system to The Headteacher.
Where avuilability or concemns pertaining to data processing arise, these must be directed to
the Data Protection Officer. Grange Primary School reserves the right to revoke or deny access
to MIS systems of any individual under the following circumstances:

+ The validity of " ibility is questioned
» Users found to be in breach of this policy

If any child protection or Safequarding concems are ruised or disputes occwr Grange Primary
School will revoke access for all parties concerned, pending investigation.

Please note: Where MIS access is not avuilable School will still make information available
according to Data Protection Act (1998) law:.

act that may occur as a result of failing to adhere to-any of the rules/quidelines listed in this
document.

Softwure

Software should be purchased or acquired from reputable vendors, in all cases following
approval preferably in writing from the Head/Deputy teacher. Installation of any software
(where staff have rights to do so) must be approved by the Head/Deputy; no software may
be installed by staff alone. Breach of this condition represents a large security and data
protection risk, and may he grounds for disciplinary action.



Further guidelines

Staff must not:

e create, transmit or cause to be transmitted any threatening material, material which
breaches copyright, material likely to cause damage, offend, distress, cause anxiety to or

e cause o computer or another user of the network to- access unauthorised data (secwred or
unsecured)

e impair the operation of a computer either deliberately or recklessly

e act in a way that would cause or create risk of damage to physical IT systems or data

e create, supply or obtain articles (including but not limited to software and data) for use in

e partake in activity defined as Cyber-dependent crimes and/or Cyher-enahbled crimes (see
CPS http://www.cps.gov.uk/legal/a._to_c/cybercrime/ #a23 and CPS
http://www.cps.gov.uk/legal/a,_to_c/cybercrime/ # a24 )

e access, store, transmit or possess pormnographic, terrorist/extremist, illegal or
unprofessional material and/or data relating to the aforementioned

Visitors and volunteers

Whilst it won't be necessary for all visitors and volunteers to sign this/an Acceptable Use
Policy, it is important that Grange Primary School representatives provide reqular visitors and,
volunteers with clear expectations regarding online hehaviowr and confidentially. If yow
arrunge for/ are responsible for a visitor or volunteers who may need, to sign an AUP please
ensure that the visitor has read and signed the Acceptahle Use Policy for Visitors and that

This Acceptable Use Policy can therefore help ensure that clear information regarding the
settings expectations regarding online conduct is provided; this is especially important to
ensure confidentiality policies are respected. For example, a concern could arise if a parent
volunteer posted comments on social media about another child's behaviowr. There will also
he situations wherehy visitors and, volunteers may need, to have access to or use settings
systems and/or data, such as governors, visiting IT staff or external speakers. It is important
that, if you are responsible for or have invited a visitor, clear expectations are put in place


http://www.cps.gov.uk/legal/a_to_c/cybercrime/#a23
https://www.cps.gov.uk/legal-guidance/cybercrime-prosecution-guidance#a24

The Acceptahle User Agreement - Memhers of staff

technologies, such as the internet, E-mail or social networking sites. They are asked to sign this Acceptable
Use Agreement so that they provide an example to children and young people for the safe and responsible
The school has a code of conduct drawn up to protect all parties - the pupils, the staff and the school. To
systems and when communicating with pupils, they are asked to sign this code of conduct. Memhbers of
staff should consult the school's Internet-safety policy for further information and clarification:

I understand that it is a criminal offence to use the school computing system for puwrpose not permitted by
its owner.

I appreciate that Computing includes a wide range of systems, including mohile phones, digital cameras,
email, social networking and that Computing use may also include personal Computing devices when used
for school business.

I understand, that the school information systems may not be used for private pwrposes without specific
permission from the Headteacher.

I understand that use for personal financial gain, gamhbling, political purposes or advertising is forbidden.
Iundmsumd,t}mi:mg uwofsdwutuﬁm’rmnmmsgstem& laptops, Chromehook Ipads, Internet and email

I will respect system secwrity and I will not disclose any password,crrseamtg information to- anyone other
than an authorised system manager.

I will not allow another member of staff or visitor to use my login details to access the school systems.

I will not install any hardwuare or software without permission.

I will ensure that personal data is stored securely and is used appropriately, whether in school, taken off the
school premises or accessed remotely.

I understand, that my use and storuge of photographic images or video recordings of pupils taken in school
equipment.

I will respect copyright and, intellectual property.

I will report any incidents of concern regarding children's safety to the DSL (Designated Safeguarding
Leader)

I will ensure that electronic communications with pupils including e-mail are compatible with my
professional role and that messages cannot he misunderstood or misinterpreted.

I understand, that I must not communicate with cwrrent or former students of the school using public social
networking sites (e.qg. Facehook) and that if contact with students is required, I must use school-owned,
equipment or facilities (e.g. the email facility or a phone provided by the school).
IWLlerowwteInMthrsafetg and/DLgltaLszenshbp,mmstud,ent&mmg cw*eand,v\nuhzlpdwnto

I have read, understand and accept the Staff Code of Conduct for Computing.
Y3 T Accepted, by



Acceptahle Use Policy - Pupils

Children must not use the school digital facilities without the supervision of a
he supervised and all possible measures will he taken, Grunge Primary School cannot
internet access.

If staff or children discover unsuitable sites, the URL (address) and content must be
reported to the Computing Leader immediately who will, in turn, record the address
and report on to the Head Teacher or Internet-Safety leader.

Children are awuwre that they must only access those services they have heen given
permission to use. Staff and children are made awuare that the use of computer
systems without permission or for inappropriate purposes is prohibited in school.

Children and parent(s)/carer(s) must agree to- and sign the Acceptable Use Agreement
on entry to the school.

Loy in and Passwords

e Children must not disclose any password or login name given to arnyone or
allow anyone else to use a personal account.

e Children must not attempt to gain access to the school network or any Internet
resource by using someone else's account name or password.

e Children must ensure that all laptops or Chromehooks are logged off (or
locked) when left unattended.

Generul Safety and Risk Assessment

The consumption of food or drink is forhidden whilst using a computer. It is
hazardous to the equipment and to individuals.

Users must treat equipment and services in school and at other sites accessed
children. Staﬁamrespnn&h&fort?wmofthur@a@wub/oroommm including
the transportation and use of equipment at memhers of staffs homes.

Cyher Bullying

The experience of heing cyher bullied can be very painful for those who are the
targets. Adults need to help children and young people prepare for the hazards of
cyber bullying are different from other forms:



Through various media children can be cyber bullied 24 howrs a day
People who cyher bully may attempt to remain anonymous

Anyone of any age can cyber bully

Some instances of cyber bullying may be unintentional - such as a messages
sent as a joke or an email to the wrong recipient

Prevention of Cyher Bullying

We recognise that the best way to deal with cyber bullying is to prevent it from

happening in the first place. By emhedding good, safe pructice into- all owr teaching
and learning, incidents can he avoided.

We recognise that we have a shared, responsibility to prevent incidents of cyber
bullying. The Head Teacher has the responsihility for coordinating and monitoring
the implementation of anti-cyber bullying strategies.

Understanding Cyher bullying

The school is awtre of the definition of cyber bullying and the impact cyber bullying
has. Staff receive guidance and review the Anti-Bullying policy and Acceptable Use
Policy regularly. Children are taught how to recognise cyber bullying and their
responsibilities to use digital technologies safely. IT safety is integral to teaching and,
learning pructice in the school.

Personal mohile devices and smart wutches

tablets, cameras and smart watches, on to school premises. Such devices, could
compromise the safety of the children and should not be brought in to school. Please
see the School Uniform Policy for more details.



The Acceptahle User Agreement - Pupils
us safe and help us he fair to others. Remember to- abways be kind!

Using the Computers, Chromehooks and iPads:

> T will only access the computer system with the login and password I have heen given;

> Try my hardest to rememhber my usemame and password. If I forget my password, I will let
my teacher know-.

> Never share my password with anyone, including my friends.

> Never give my personal information (my name, address or telephone numhers) online to
anyone without the permission of my teacher or parent/carer and let my teacher know if

> I will not use other people’'s username or passwords to- access any other services provided by

the school.

I will not bring in memory sticks from outside school and try to use them on the school

computers.

I will use the equipment responsibly and for the task that has been set.

If I am unswre of anything during a lesson, I will speak to- a member of staff immediately.

I will treat all digital equipment in school with, care.

Not use other people’s work or pictures without permission to do so.

Be respectful to everyhody online, I will treat everybody the way that I want to be treated, be

kind, to others and not upset or he rude to them and let my teacher know if anybody says or

does anything to me that is hwrtful or upsets me.

Handle the equipment carefully, if I accidentally damage something or if it is not working

properly I will tell my teacher stroight away.

only play games my teacher has asked me to and not play on games unsuitable for my age.

not access social media sites or apps that are not suitahble for my age.

Loy off and shut down a computer when I have finished using it.

I understand, - that some people on the intermet are not who they say they are, and some

people can be nasty.

I understand - that the school will monitor the websites I visit and, if I break the rules in this

charter there will he consequences of my actions.

YV VV VY Y YV VV VYV Y
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Using the Internet:

I will follow the SMART rules set out below while on the intemet:

1. Safe - I will keep safe by heing careful not to give out personal information when I'm chatting or
2. Meeting - I will not meet someone I have only bheen in touch with online because this can be

he present. Remember online friends are still strangers even if youw have heen talking to them for a long
time.

3. Accepting - I will not accept emails, IM messages, or open files, pictures or texts from people I
don't know or trust because this can lead to problems - they may contain viruses or nasty messages!



4. Reliahle - I understand someone online might lie ahout who they are and information on the
internet may not be true. I will always check information with other wehsites, hooks or someone who
knows. If I like chatting online it's hest to only chat to- my real world friends and family

5. Tell - T will tell my parent, carer or a trusted adult if someone or something makes me feel
uncomfortable or worried, or if I or someone I know is being bullied online.

Please sign bhelow to indicate that you agree to the Acceptable Use Policy for Internet use for yowrself
and your child.

Be Kind online:

I am aware that it is completely unacceptable to be mean to others online. If I am inwolved, in cyber-
bullying of any kind, I will have to face up to sanctions such as losing my rights to use school
devices.

If I feel that someone has heen unkind to-me, I know that I can talk to- my teacher or other trusted
adult around the school.

I will always let a teacher know if I see someone heing unkind when using a school device.

Parent/Carer SIgaUe..............ccoiiiriiiieiiiicieeene

Year Signed, Date
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